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Abstract

By 2026, EU citizens will carry digital credentials in Self-Sovereign
Identity (SSI) wallets, with similar initiatives in the US, South Korea,
India and major identity providers Google and Microsoft. These
systems promise privacy through anonymous authentication, but
this creates critical security challenges. How do you prevent some-
one from voting twice, claiming benefits multiple times, or using
revoked credentials when the user identity is hidden and the system
cannot link their interactions?

We provide a solution to these challenges with fast, practical
nullifiers; cryptographic values that enforce uniqueness without
disclosing identity information. While existing nullifier schemes
from payment systems like Zcash require expensive zkSNARKS or
UTT using pairing operations, we achieve comparable security in
prime-order groups and just 2.49 ms for nullifier generation and
verification. We develop new X-protocols for proving inverse ex-
ponent knowledge, in doing so, we achieve a 3-6x speedup of the
original Dodis-Yampolskiy VRF, and construct two pairing-free nul-
lifier schemes: a deterministic variant for sybil resistance computed
in 2.49ms and a rerandomizable variant for revocation computed
in 3.66ms, outperforming existing approaches by 3-5x. Our con-
structions improve accountability in privacy systems, removing
the efficiency roadblocks that prevent widespread private identity
system adoption.
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1 Introduction

Discuss challenges they discuss here in uniqueness etc. I am making
a VREF first (which has different properties as the others have). Think
about uniqueness, pseudorandomness, collission resistance.

A Generic Approach to Constructing and Proving Verifiable
Random Functions

2 Introduction

One-time actions are commonplace in the real world; single-use
tickets are issued for transport and concerts, and voting requires a
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user to present their identity document for verification and logging.
One-time actions require uniqueness, each eligible user can perform
a given action at most once. In physical systems, tickets may be
collected or stamped at a location to prevent duplicate use. Digital
systems use unique identifiers and database lists to record usage.
Violating uniqueness constitutes a sybil attack against the system’s
identity controls.

Absent any privacy requirement, digital one-time actions are
easily managed. In the voting example, a voting system would verify
a user’s digital credential and retrieve their personal information to
be stored in their system. To prevent double-voting, each new user
would be checked against the database, which would store, at a
minimum, a unique identifier and perhaps some telemetry logs, IP
address, device, browser, date, and time. In isolation, collecting this
data might seem harmless, as one can assume an adversary doesn’t
have access to a system that links identifiers to personal information.
However, it is well known [18, 30, 32] that adversaries with access
to multiple incomplete data sources can aggregate information and
identify individuals more easily than expected.

Self-Sovereign Identity (SSI) is emerging as the solution for digi-
tal credential management, transferring control of identity docu-
ments and certificates to users through personal credential wallets.
This transition is accelerating globally: major identity providers
have technical solutions, Google [29] and Microsoft [20], the EU
mandates digital identity wallets by 2026 [13], nations including
India [21] and Singapore [28] are already in operation and the US
is piloting implementations across 13 states [1].

However, the benefits of credential wallets and their usage are
overshadowed by enormous privacy risks. Anticipating this chal-
lenge, Chaum spawned Anonymous Credentials in the early 1980’s
[4, 8] which has grown into a large and mature body of work
[2,5-7, 14, 15, 23, 26] - cryptographic primitives that allow users to
prove possession of valid credentials and attest to specific attributes
without revealing their identity or unnecessary information. Un-
like traditional digital signatures that expose the signer’s identity,
anonymous credentials enable privacy-preserving presentations
where users share only the minimum information required by ver-
ifiers. Anonymous Credentials are being standardized with W3C
specifications [33, 34] and IRTF proposal [17], positioning them as
essential privacy infrastructure for digital credential wallets.

Anonymity ensures that when a user presents their credential,
an adversary cannot determine which specific user generated the
presentation, even when observing the cryptographic proofs and
knowing the set of all issued credentials. Formally, this is captured
by an indistinguishability game: given two users with valid cre-
dentials and a presentation from one of them, no polynomial-time
adversary can distinguish which user created the presentation with
more than negligible probability over random guessing.
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As such, systems that require uniqueness and anonymity are
met with a conundrum. Uniqueness guarantees a user performs a
specific action once, implying that the user is able to be known,
contradicting the anonymity property.

We provide an efficient solution for the anonymity-uniqueness
problem through a cryptographic primitive called a nullifier. In
our setting, users compute a deterministic but unlinkable value
from their credential secret and an application-specific context (e.g.,
“vote2026”). This nullifier uniquely identifies a credential’s use in
that context without revealing which credential was used or leaking
information about the user.

Concretely, when a user with credential secret k wishes to per-
form a one-time action with context x, they: (1) Compute nullifier
nf = gl/ (k+x) ina prime-order group (2) Generate a proof of correct
computation that reveals nothing about k (3) Submit (nf, ) to the
verifier

The verifier maintains a list of seen nullifiers per context. If
nf already exists, the action is rejected as a duplicate. Otherwise,
the verifier stores nf and accepts the action. Since the nullifier
computation is deterministic, the same credential always produces
the same nullifier for a given context, preventing sybil attacks while
preserving privacy. Our rerandomizable nullifiers follow a similar
scheme but output cmy¢ = gl/ (k) 7 for a freshly sampled r.

Insufficiencies of Current Approaches. While several schemes
achieve sybil resistance in privacy-preserving systems, none pro-
vide the efficiency and functionality required for real-world creden-
tial wallets.

Committee-based approaches like CanDID [19] and HADES [35]
rely on MPC to compute PRF values over user identifiers (e.g., SSNs),
generating nullifiers through threshold computation. This intro-
duces fundamental scalability bottlenecks: communication latency
scales with committee size, and real-time coordination requirements
make deployment impractical for user-facing applications.

zkSNARK-based nullifiers in HADES [35], PLUME [16], and
Zebra [25] achieve strong privacy guarantees but at prohibitive
computational cost. While verification is fast ( 2ms), proof gener-
ation can take up to 35 seconds for PLUME [10]. These systems
require zZkSNARKSs either due to non-algebraic operations (hash
functions in PLUME’s ECDSA verification) or blockchain optimiza-
tion constraints where on-chain verification must be minimized.

Pairing-based proofs used in sybil-resistant identity systems
SyRA [9] and S3ID [24] compute nullifiers locally using VRFs or
similar primitives, proving correctness via pairing-based proofs.
While avoiding MPC overhead, these schemes inherit the compu-
tational cost of pairing operations and are constrained by their
underlying signature schemes’ expressiveness. Furthermore, their
signature constructions aren’t conducive to attribute-based creden-
tial verification.

The closest construction to ours is the anonymous payment sys-
tem UTT [31], which uses PS-Signatures [23] with Dodis-Yampolskiy
VREF [11] for nullifier generation. The user computes the nullifier
from a committed secret key within the signature and proves in zero
knowledge the correctness of the output, with both a deterministic
and a rerandomizable nullifier as outputs. While clever and more
efficient than alternatives at 12ms, its pairing-based construction
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Table 1: Contributions

> —protocols

PoK-DY
PoK-Inverse Linear Relation (ILR)
PoK-CommittedILR

Application

Prime-Order DY VRF
Deterministic Nullifier
Probabilistic Nullifier

still imposes overhead for time-critical application scenarios like a
one-time ticket verification at a transport turnstile.

Our work demonstrates both faster efficiency and broader deploy-
ability. Comparable security is achievable in prime-order groups at
2.49ms—a 3-6x improvement over the fastest existing approaches
and our constructions can be used on the most popular non-pairing
elliptic curves like secp256k1 and Ed25519.

2.1 Contributions

We design two pairing-free nullifier constructions optimized for
credential wallet use-cases, which are the most computationally
efficient to the best of our knowledge, without sacrificing security.
First, our deterministic nullifier is used for one-time tokens and
sybil resistance mechanisms. Second, our rerandomizable nullifier
scheme outputs a commitment to the nullifier with a proof of cor-
rect computation for application use in revocation schemes. Our
constructions are private in that they take in committed keys and
do not leak user information. We provide an open-source imple-
mentation of our schemes in Rust and evaluate their performance.
The deterministic nullifier computes in 2.49ms and rerandomizable
computes in 3.66ms compared to the fastest existing work [31] at
12.38ms.

Our nullifiers are based on the g-type Decisional Diffie-Hellman
Inversion Assumption (g — DDHI) and a novel pairing-free instan-
tiation of the Dodis-Yampolskiy (DY) Verifiable Random Function
(VRF), which we detail first as it forms the cryptographic back-
bone of our nullifier schemes. We develop three new X-protocols
that prove the Dodis-Yampolskiy VRF inversion structure in our
different scenarios, e.g., 1/(k + x), and show that by removing pair-
ings, the standard DY VRF achieves a performance speedup of 3x
(from 3.47ms to 1.12ms) for BLS12-381 in our setting, or 6x (0.58ms)
changing to the Ed25519 curve.

2.2 Related Work

The parallels between privacy-preserving payments and identity
systems stem from Chaum’s foundational work on blind signa-
tures, which envisioned anonymous yet verifiable transactions and
identity online. Spending an anonymous coin is analogous to a
one-time action in private identity, where the user must prove the
coin’s uniqueness without revealing their identity, a concept central
to both domains.

Systems like Zcash [36] and Tornado Cash [22] employ similar
architectures, using Merkle Trees to record coins and zkSNARKSs
to prove a coin’s existence and uniqueness via hash-based com-
putations tied to a user’s key. However, zkSNARK proof genera-
tion is computationally expensive, which is impractical for latency-
sensitive applications like credential wallets. Moreover, their re-
liance on blockchain-based Merkle Trees for state management
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restricts offline functionality and cross-context use, both critical
for wallets that must operate independently of a blockchain.

UTT [31] offers a more efficient alternative, basing its anony-
mous payment scheme on Anonymous Credentials—signed coins
from a digital bank that hide user information and coin value. By
avoiding zkSNARKSs and leveraging ¥-protocols and signatures,
UTT achieves significantly faster combined proof and verify times,
making it more adaptable to identity systems than SNARK ap-
proaches.

2.3 Organisation

In Section 3 we introduce the preliminaries. In Section 4 we intro-
duce the Pairing-Free Dodis-Yampolskiy VRF and its 3-protocol to
develop intuition for Section 5, the deterministic Nullifier, followed
by Section 6, the rerandomizable nullifier and lastly implementation
and evaluation in Section 7.

3 Preliminaries

Definition 3.1 (Bilinear Map). Let G1, G2 and Gt be cyclic groups
of prime order p with multiplicative notation. g, § are generators of
G1, Gy respectively. The function e : G; X G2 — Gr is a map (or
pairing) if e is efficiently computable and

(1) Bilinear: e(g%, ﬁb)c =e(yg, g)“bc = e(gb,g“‘)C Ya,b,c € Zp
(2) Non-degenerate: e(g, §) # 1g, that s, e(g, §) generates Gt

The operation e computes a map or pairing A Bilinear Map (or
Pairing) is an efficiently computable map Bilinear groups are a set
of three groups and an efficiently computing map

Definition 3.2 (X-Protocol). A 3-protocol for relation R = {(x, w)}
is a three-round public-coin proof system between prover £ and

verifier V:

(1) P(x,w) — a: Prover sends commitment a
(2) V(x) — c: Verifier sends challenge ¢ < C
(3) P(x,w,a,c) — z:Prover sends response z
(4) V(x,a,c,z) — {0,1}: Verifier outputs accept/reject

A X-protocol satisfies:

o Completeness: Pr[V(x,a,c,z) =1]| (x,w) e R] =1

e 2-Special Soundness: From accepting transcripts (a, c, z),
(a,¢’,2z’) with ¢ # ¢/, one can efficiently extract witness w
st (x,w) € R

o Special HVZK: 3 simulator S that on input (x, ¢) outputs
(a, ¢, z) indistinguishable from real transcripts

Definition 3.3 (Fiat-Shamir Transform). The Fiat-Shamir trans-
form converts a 3-protocol into a non-interactive proof by com-
puting the challenge as ¢ = H(x,a) where H : {0,1}* — C is
a cryptographic hash function modeled as a random oracle. The
resulting proof is 7 = (a, z) where z is computed using challenge c.

Definition 3.4 (Pedersen Commitment). Let G be a group of prime
order p. The Pedersen commitment scheme consists of:

o Setup: Choose generators g, h € G where logg h is unknown

e Commit: For message m € Zy, sample r < Z;, and com-~
pute C = g™h"

e Open: Reveal (m,r); verify C 2 gmh"

Proceedings on Privacy Enhancing Technologies YYYY(X)

For a vector of messages (my, . .
and compute:

., mp), use generators (g1, . . ., gn, h)

CIg;nl-'-g;n"hr
The scheme is perfectly hiding (for any C and m, there exists

r such that C = ¢g"™h") and computationally binding under the
discrete logarithm assumption.

Definition 3.5 (Verifiable Random Function). A VREF is a tuple of
PPT algorithms (Gen, Eval, Prove, Verify) with message space X,
output space Y and proof space IT where:

e Gen(1Y) — (sk, pk): Generates secret key sk and public

key pk.

e Eval(sk,x) — y: Computes VRF output y € Y for input
x e X.

e Prove(sk,x) — m: Produces proof 7 € II of correct evalua-
tion.

o Verify(pk, x,y, ) — {0, 1}: Verifies correctness of y.

Definition 3.6 (q-DDHI Assumption). Let G be a group of prime
order p with generator g. The g-Decisional Diffie-Hellman Inver-
. . . 2 q
sion assumption states that given (g, g%, g% ,...,g9%") for randomly
chosen a € Z;, no PPT adversary can distinguish gl/ ¢ from a
random element in G with non-negligible advantage.
Formally, for all PPT adversaries A:

Lg%, g% = 1]

—Pr[A(g, 4% ..

Pr[A(g, g%, ..

g%, g") = 1]| < negl(2)

where a «— $Z}‘, and r « $Z}‘,.

4 Pairing-free DY VRF from q-DDHI

The first step towards our privacy-preserving nullifiers is the base
building block, a secure VRF with unique outputs. We first show
how we transform the original, pairing-based DY VRF [11] based
on the g-type Decisional Bilinear Diffie-Hellman Inversion (q —
DBDH]I) assumption into a pairing-free (prime-order) VRF based
on the g— DDHI. Our main insight is to change the proof of correct-
ness from using a bilinear map to using a 2-protocol, rather than
verifying objects directly in an information-theoretic way, we verify
an equivalent computation and prove its correctness, soundness,
and zero knowledge.

We start by recalling the Dodis-Yampolskiy VRF which generates
unique, pseudorandom nullifiers y and their proofs of correctness
7 and then the question of removing pairings to improve efficiency.
The prover generates the following:

1/ (k+x) = g~1/(k+x)

y=e(9.9
Verification depends on the bilinearity property e(g?, jb)c =
e(g, )¢, which enables "exponent multiplication” across groups.
A verifier selects x, is given (y, 7, pk) where pk = g* from the

prover and runs verification algorithm

e(g***, g/ () y e(g, )

e(g’ g~1/(s+x))

e(g* - pk,m)

I~ -
I~ I

e(g, g~) (s+x)/(s+x)
e(g.9) v

e(g,g)l/(sﬂc) 4
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Security relies on the g-DBDHI problem which states that given
(9.9%, gxz, ...,g*",§), no PPT adversary can distinguish between
e(g, )/ and a uniform element in G with non-negligible advan-
tage, ensuring the VRF outputs maintain pseudorandomness after
the adversary has observed (x,y’, 7’) pairs.

Prime-order groups and standard group operations (without the
bilinearity property) cannot be used to directly verify the 1/(k + x)
relationship with standard cryptographic operations. A verifier
given pk can compute (pk - g¥) = g*** but verification attempts
using this fail:

1

(1) gk+x . gl/(k+x) — g(k+x)+k+x

k+x 2 1
g _ (k#x)o ==
@) g1/ () —9( ) ~Rx

Failing such approaches, our insight is to reverse the verification.
Instead of trying to derive gl/ (5+%) from pk, x or cancel with a
reciprocal, we use a zero knowledge proof X-protocol to verify
that y raised to the exponent (k + x) equals g. In doing so, our
pairing-free construction shifts from the g-DBDHI assumption to
the g-DDHI assumption. This gives us the relation:

R _{ (pk.x,9), ‘ pk=g* A}
DY-PF =

(k) yk+x =g

4.1 Security Model
4.1.1 Syntax. A Verifiable Random Function (VRF) scheme ITyrp

consists of a tuple of polynomial-time algorithms (Gen, Eval, Prove, Verify)

with a secret key space S, a public key space PK, an input mes-
sage space X, an output space Y, and a proof space II:

e Gen(1%) — (sk, pk): On input the security parameter 14,
this algorithm outputs a secret key sk € SK and a corre-
sponding public key pk € PK.

e Eval(sk,x) — y: On input a secret key sk € SK and a
message x € X, this algorithm outputs a VRF value y € Y.

e Prove(sk,x) — m: On input a secret key sk € SK and a
message x € X (for which y = Eval(sk, x)), this algorithm
outputs a proof 7 € II attesting to the correct computation
of y.

o Verify(pk,x,y, 7) — {0,1}: On input a public key pk €
PK, a message x € X, a VRF value y € Y, and a proof
7 € II, this algorithm outputs 1 if y is a valid VRF output
for pk and x according to 7, and 0 otherwise.

Our pairing-free DY VRF must satisfy three security properties:
completeness, uniqueness, and pseudorandomness. We formalize
these for our construction operating in prime-order group G of
order p.

Definition 4.1 (Completeness). For all (sk, pk) « Gen(1%) and
all x € X:

Pr[Verify(pk, x, Eval(sk, x), Prove(sk,x)) = 1] =1

Definition 4.2 (Computational Uniqueness). For all PPT adver-
saries A:

Yo # 1A
Pr| Verify(pk,x,yo, m) = 1A
Verify(pk, x,y1, m) = 1

(pk, x, yo, 7o, y1, 711)

- ﬂ(lA) < negl(})

Polgar

This differs from standard VRF uniqueness which is information-
theoretic. Our construction achieves computational uniqueness
under the discrete logarithm assumption in G.

Definition 4.3 (Pseudorandomness under g-DDHI). Consider the

V;If_pr(/'l) as per [3]:

(1) (sk,pk) « Gen(1%); give pk to A
(2) A adaptively queries x1,...,x4 € X, receiving (y;, ;)
1/ (sk+x;

following experiment Exp

where y; = ¢ ), 7 < Prove(sk, x;)
(3) A outputs challenge x* € {x1,..., x4}
(4) Sample b — {0,1}. If b = 0: y* = g/ k") 1fp = 1:
y' <G
(5) A outputs b’; experiment outputs 1if b’ = b
The VRF satisfies pseudorandomness if for all PPT A making at
most (1) queries:
f- f- 1
AdvZ P (D) = [Pr[Expy PT(4) = 1] - e negl(2)
THEOREM 4.4 (PSEUDORANDOMNESS FROM ¢-DDHI). If the g-
DDHI assumption holds in G, then the pairing-free DY VRF satisfies

pseudorandomness against adversaries making at most q evaluation
queries.

Proor INTUITION. We reduce VRF pseudorandomness to g-DDHI.

Given a g-DDHI challenge (g, g%, g“z, ..,g%") and target T (either
gl/ % or random), we construct a VRF adversary:
(1) Setup: For challenge input x* chosen by A, implicitly set
the VRF secret key as k = a—x*. Publish pk = gk = ga-g_x*.
(2) Evaluation Queries: For query x; # x™:
e Needy; =gl/(k+x,») =gl/(a—x*+xi)
e Since x; # x*, we can compute this using polynomial
interpolation on the g-DDHI instance
e Simulate proof 7; using the zero-knowledge simulator
for the 2-protocol
(3) Challenge: For input x™*:
. y* :gl/(k+x*) :gl/((a—x*)+x*) :gl/a =T
e If T is the real g-DDHI output, then y* is correct
e If T is random, then y* is random

If A distinguishes y* from random, we solve g-DDHI. O

4.2 Construction

Our VRF operates in a prime-order group G of order p with gener-
ator g. The message space is X = Zj, the output space is ¥ = G,
and the proof space is I = G X G X Zj,. The algorithms are defined
as follows:
e VRF.Gen(1%) — (s, pk): Sample k « $Z7, compute pk =
g°, and output (s, pk).
e VRF.Eval(s,x) — y: Compute y = '/ (k%) ¢ G.
e VRF.Prove(s,x) — m: Generate proof 7 using the DY Prime
Order Proof Protocol 1.
e VRF.Verify(pk, x,y, 7) — {0,1}: Output 1 if 7 verifies y
correctly per the E-protocol, else 0.

Remark: Verifying VRF.Verify(pk, x, VRF.Eval(s,x) — y) — 1
is a naive verification approach without a proof which yeilds a
Verifiable Unpredictable Function (VUF), not a VRF because it lacks
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the mechanism to prove pseudorandomness to a verifier. DY uses
pairings to bridge the gap, we replace pairings with a X-protocol.

Figure 1: Pairing-free DY 2-Protocol

Common input: g € G, x € Zp, pk,y € G

Relation: pk = ¢*%*  and ysk** =4
Prover (sk) Verifier
pick r < Z,
=g, Th:=y"
- (T1,T3)
pick ¢ « Z,
—c
z:=r+c(sk+x)
-z
Accept iff
9 =Ti (pkg*)*
Y2 =T ¢°

4.3 Security Analysis

Our construction replaces the information-theoretic uniqueness
of the original DY VRF with computational uniqueness via the
>-protocol and discrete logarithm assumption.

4.3.1 Correctness. Correctness requires that an honest prover’s
output y and proof 7 always pass verification. For pk = ¢¥, y =
/() Ty = ¢", T, = ¢, and z = r + c(k + x), the verification
equations hold:

gz — gr+c(k+x) — gr _gc(k+x) — gr . (gk _gx)c =Ty - (pk- gx)c

r+e(k+x) _ yr X yc(k+x) — yr k+x>c

Y=y (y =y ¢ =Tp-¢°

Since yk** = g1/ (k+x)-(k+x) = g both checks pass, confirming
correctness.

4.3.2  Uniqueness. Uniqueness ensures that, for a fixed pk and x,
only one y can be successfully verified. In DY, pairings enforce
this information theoretically. In our pairing-free DY, uniqueness
is computational, relying on the discrete logarithm problem.

For a valid y, y*** = g, so y = g/ (¥**) is unique in G. Suppose
an adversary produces y’ # y with a valid proof 7. Then y/*** = ¢
k+x = g implying (v’ /y)*** = 1. In a prime-order group,
y' |y = g* for some k # 0,50y’ =y - gF. But y’*** = (y - gk)k+* =
g-gF+%) = g requires gk (“**) = 1, which holds only if k(k+x) = 0
(mod p). For random k and x, k + x = 0 is negligible. Alternatively,
if 4 corresponds to a different k’ where pk = ¢', finding k’ # sk
breaks the discrete logarithm assumption.

Thus, producing a distinct verifiable y” is computationally infea-
sible, ensuring uniqueness.

and y
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4.3.3 Pseudorandomness. Pseudorandomness requires that y =
gl/ (ketx) appears random in G without knowledge of k, even given
other input-output pairs. We rely on the g-DDHI assumption, which
states that gl/ (kx) s indistinguishable from random given

(9.9% ..., g(k)q) for polynomial q. The 2-protocol is zero-knowledge,
leaking no information about k beyond pk.

PROOF SKETCH. Assume an adversary can distinguish y from
random, solving ¢g-DDHI. The challenger simulates proofs for ¢

a/(k+x*)

inputs using gki for challenge x*, provides y* = ¢ or a ran-

dom element. A successful distinguished implies a g-DDHI solver
which is assumed to be a hard problem. O

5 Deterministic Nullifier

5.0.1 Syntax. A deterministic nullifier scheme ITg,¢ consists of a tu-

ple of polynomial-time algorithms (Setup, KeyGen, Eval, Prove, Verify)

with a secret key space SK, a randomness space R, a commitment
space CM, an input space X, a nullifier space NF, and a proof
space II:

. Setup(ll) — pp: On input the security parameter 14, this
algorithm outputs public parameters pp which include a
prime-order group G of order p with generators g,g; € G.

e KeyGen(pp) — (sk,r,cm): On input the public parameters
pp, this algorithm outputs a secret key sk € SK, random-
ness r € R, and a corresponding commitment cm € CM,
where cm = gikgr.

e Eval(sk,x) — nf: On input a secret key sk € SK and an
input x € X, this algorithm outputs a nullifier nf € NF,
where nf = g!/(sk+x)

e Prove(pp, sk, r,x,cm) — s: On input public parameters pp,
a secret key sk € SK, randomness r € R, and an input
x € X (for which nf = Eval(sk,x) and cm = gikg’), this
algorithm outputs a proof 7 € II attesting to the correct
computation of nf with respect to cm.

o Verify(pp,cm,x,nf, 1) — {0, 1}: On input public param-
eters pp, a commitment cm € CM, an input x € X, a
nullifier nf € N, and a proof « € II, this algorithm out-
puts 1 if nf is a valid nullifier for cm and x according to x,
and 0 otherwise.

5.1 Security Model

5.1.1 Correctness. A deterministic nullifier scheme 14, satisfies
correctness if for all A € N, all pp « Setup(l’l), all (sk,r,cm) «
KeyGen(pp), and all x € X such that sk + x £ 0 (mod p):

nf « Eval(sk, x)

7« Prove(pp, sk, r, x,cm) =1

Pr [Verify(pp, cm,x,nf,m) =1:
5.1.2  Uniqueness. A deterministic nullifier scheme Il satisfies
uniqueness if for all PPT adversaries A:

Pr Game;lique(/l) =1| < negl(})

where Game;ﬂque(/l) is defined as:

(1) pp « Setup(l/l)
() (em.x,nfo, m, nf1, m) < Alpp)
(3) Return 1 if and only if:
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. nfo * nﬁ
e Verify(pp, cm, x,nfy, mp) = 1
o Verify(pp,cm, x,nf1, m1) = 1

5.1.3 Unforgeability. A deterministic nullifier scheme Il satis-
fies unforgeability if for all PPT adversaries A:

Pr Game‘;{lf(l) =1| < negl(1)

where Game‘}r{‘f()t) is defined as:

(1) pp « Setup(l’l)
(2) (sk,r,cm) < KeyGen(pp)
(3) Q « 0// Set of queried contexts
(4) (*nf*.7") e A% (pp, em)
(5) Return 1 if and only if:
e x"¢Q
o Verify(pp, cm, x*, nf*, 7*) = 1
Oracle Ogy,1(x):
(1) Q = QU {x}
(2) nf « Eval(sk,x)
(3) 7 « Prove(pp, sk, r,x,cm)
(4) Return (nf, n)

5.1.4 Pseudorandomness. A deterministic nullifier scheme ITy,¢
satisfies pseudorandomness if for all PPT adversaries A:

Pr [Gamegzr{_o().) = 1] —Pr [Game};{1 ) = l” < negl(})

where Ga\me\r;,r[-b (A) for b € {0, 1} is defined as:

(1) pp « Setup(1%)

(2) (sk,r,cm) < KeyGen(pp)

(3) Q « 0// Set of queried contexts

(4) x* — AOewl (pp, cm) such that x* ¢ Q

(5) Ifb = 0: nf™ « Eval(sk,x¥)

(6) If b = 1: nf* «— NF // Random element from nullifier
space

(7) b — Anf")

(8) Return1ifb’ =b

5.1.5 Multi-Context Anonymity. This definition assumes that the
users commitment ¢cm can be rerandomized each time it is pre-
sented, using fresh randomness ensuring that its format differs
across presentations. As a result, the system cannot track or link
the commitment (the user’s identity) to previous instances, even
when the same secret key sk is used.

An adversary should not learn which of two honest credentials
underlies an arbitrary sequence of nullifiers, even though each nul-
lifier is deterministic in its context.

Game ANON:{;(A).

(1) pp « Setup(l’l).
(2) (sko, ro,cmo), (sk1,r1,cm1) < KeyGen(pp).
(3) Challenger chooses bit b « ${0, 1}.
(4) Oracle O,j: On adversary input x € X
(a) Sample p «$Z, and set cm’ :=cmy, - g°.
(b) Computenf := Eval(skp, x) and = < Prove(pp, skp, rp+
p,x,cm’).
(c) Return (cm’,x, nf, ).

Polgar

The adversary may query Op,; polynomially many times,
with distinct or repeated contexts.
(5) Eventually the adversary outputs a guess b’.

Definition 5.1. The deterministic scheme Il4,¢ satisfies multi-
context anonymity if for every PPT adversary A making at most
poly(A) oracle queries,

[Pr[p” = b] - 3| < negl(A).

Intuition. Each call returns a fresh Pedersen rerandomisation
cm’ that is computationally independent of previous ones; the 3-
proof reveals no information beyond membership in the relation.
Hence the adversary learns at most that some credential with a valid
witness was used—never which one no matter how many contexts
are queried. Applications prevent replay at the protocol layer, the
security game permits repeated x though the deterministic nf will
be returned from the oracle and break anonymity.

5.2 Construction

Our deterministic nullifier scheme operates in a prime-order group
G of order p with generators g,g; € G. The secret key space is
SK = Z;;, the randomness space is R = Zyp, the commitment
space is CM = G, the input space is X = Z,, the nullifier space
is N¥ = G, and the proof space is Il = G X G X Zj X Zp. The
algorithms are defined as follows:

e Setup(11) — pp: Generate a prime-order group G of order
p with generators g, g1 € G, and set pp = (G, p, g, 91).

o KeyGen(pp) — (sk,r,cm): Sample sk < $Zj, r < $Zp,
compute cm = gikgr, and output (sk,r,cm).

e Eval(sk,x) — nf: Compute nf = gt/ (sk+¥) ¢ G,

e Prove(pp,sk,r,x,cm) — m: Generate proof n using the
Nullifier Proof Protocol 2.

o Verify(pp,cm, x,nf, ) — {0,1}: Output 1 if 7 verifies cor-
rectly per the Nullifier Proof Protocol, else 0.

5.3 Security Analysis

We now prove that our deterministic nullifier construction satisfies
all defined security properties.

THEOREM 5.2 (CORRECTNESS). The deterministic nullifier scheme
satisfies correctness.

Proor. Correctness follows directly from the completeness of
the underlying X-protocol (Figure 2). For honestly generated values
where cm = gil‘gr, nf = gl/(k+x), and a correctly computed proof
7, the verification equations in the X-protocol are satisfied by con-
struction. Therefore, Verify(pp, cm, x, nf, 7) = 1 with probability
1. a

THEOREM 5.3 (UNIQUENESS). Under the discrete logarithm as-
sumption and the binding property of Pedersen commitments, the
deterministic nullifier scheme satisfies uniqueness.

PRrROOF. Suppose an adversary A outputs (cm, x, nfo, 7o, nf1, 1)
such that nfy # nf; and both verify successfully. By the special
soundness property of the X-protocol, from the two accepting
proofs we can extract witnesses (ko, 7o) and (ky, 1) such that:

0,10 — Kir

k
e cm=g,"9" =9g'g
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Figure 2: Nullifier >-Protocol for relation R ¢

Common input: g1,g € G, x € Zp, cm,y € G

Relation: cm; = gik g7 and yFr=yg

Prover (sk,r1) Verifier (x)

pick as, ar — Z,

Ti = gfs g%, Ty =y%

— (T1, Ty)
pick ¢ « Z,
—c
zs = as + ¢ sk
Zr=ar+cr
Zm = as + ¢ (sk + x)
- (zs, Zr, Zm)
Accept iff

Tyemf = gfs g
Ty (y*)° =y
Zm=2zs+cCX

. nfl(;°+x =gand nfll(1+x =g
From the binding property of Pedersen commitments, we have
ko = ki with overwhelming probability. This implies nf16°+x =
nfll(°+x = g, which means (nfg/nf1)*o+* = 1.
In a prime-order group, this implies either nfy = nf; (contra-
diction) or kg + x = 0 (mod p). The latter occurs with negligible
probability 1/p for randomly chosen k and any x. O

THEOREM 5.4 (UNFORGEABILITY). Under the binding property of
Pedersen commitments and the discrete logarithm assumption, the
deterministic nullifier scheme satisfies unforgeability.

Proor. We show that any adversary A winning the unforgeabil-
ity game can be used to break the binding property of commitments.

Given an adversary that outputs (x*, nf*, 7*) for an unqueried x*,
by the special soundness of the 3-protocol, we can extract (k’,r")
such that cm = g'l‘/gr’ and nf* = g1/ (K+x")

Since the adversary only received nullifiers for x; # x*, and the
nullifier function nf = gl/ (k+x) is deterministic, the adversary must
have either:

(1) Found k’ # k such that cm = glfgr = gll(g’/, breaking
commitment binding

(2) Computed g/ (¥+*") without knowing k, which requires
solving the discrete logarithm problem

Both events occur with negligible probability. O
THEOREM 5.5 (PSEUDORANDOMNESS). Under the g-DDHI assump-

tion, the deterministic nullifier scheme satisfies pseudorandomness
against adversaries making at most q evaluation queries.
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ProOF. We construct a reduction 8 that uses a nullifier pseudo-
randomness adversary A to solve the g-DDHI problem.
Given a g-DDHI instance (g, g%, gaz, e gaq, T) where T is either

gl/ % or random, B proceeds as follows:

(1) Setup: B implicitly sets k = a—x* where x™ is the challenge
input (chosen by A later). It computes cm = g‘l"’x* -g" for
random r.

(2) Evaluation Queries: For query x; # x*, 8 needs to com-
pute nf; = g1/ (k+x1) = g1/ (@=x"4x1) Gince x; # x*, the de-
nominator is non-zero and B can compute this using poly-
nomial interpolation on the g-DDHI instance. The proof 7;
is simulated using the HVZK simulator.

(3) Challenge: When A outputs challenge x*, 8 returns nf* =
T (ktx*) — 71/ ((a=x")+x") — T

(4) If A distinguishes nf* from random, B outputs the same
guess for the g-DDHI challenge.

The simulation is perfect up to the HVZK simulation error, which
is negligible. Therefore, any non-negligible advantage in distin-
guishing nullifiers translates to a non-negligible advantage in solv-
ing g-DDHL O

THEOREM 5.6 (MULTI-CONTEXT ANONYMITY). The deterministic
nullifier scheme satisfies multi-context anonymity under the hiding
property of Pedersen commitments and the HVZK property of the
X-protocol.

ProoF. Inthe anonymity game, the adversary receives (cm’, x, nf, )

where cm’ = cmy, - g” is a rerandomization of one of two commit-
ments. We show the adversary’s view is independent of b.

(1) The rerandomized commitment cm’ = gll(" g"**P is uni-
formly distributed over G due to the fresh randomness
p, regardless of b.

(2) While nf = gl/(kb+x) is deterministic given (kp,x), the
adversary cannot link it to b without knowing k. The
commitment hiding ensures k; remains hidden.

(3) The proof x is generated honestly but reveals nothing about
kp beyond the validity of the statement, due to the HVZK
property.

Since all components of the adversary’s view are computation-
ally independent of b, the advantage is negligible. Note that the
adversary cannot query the same context x multiple times in prac-
tice, as this would break anonymity trivially (same x produces same
deterministic nf). ]

6 Rerandomizable Nullifier

While deterministic nullifiers prevent sybil attacks, they can’t be
used for some revocation list checks when a public commitment to
values are required [27]. In the deterministic variant, each verifica-
tion reveals the same nullifier nf = gl/ (k) potentially allowing
systems to track users across interactions. We address this with a
rerandomizable nullifier that outputs a fresh commitment to the
nullifier for each presentation. Due to the position binding property
of the multi-message commitment, the user proves the correctness
of the exponent at that position using the base generator.
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6.1 Motivation: Privacy-Preserving Revocation

Consider a service that needs to revoke access for compromised
credentials without compromising the privacy of legitimate users.
With deterministic nullifiers, checking against a revocation list re-
quires revealing nf, creating a linkability point. Our rerandomizable
construction outputs:

cmpe = g;/(kﬂ)grs

where r3 « $Zp is fresh for each presentation. This enables users
to prove in zero-knowledge that their nullifier is not in a revocation
list without revealing the nullifier itself.

6.2 Security Model

6.2.1  Anonymity. The rerandomizable nullifier achieves full anonymity:
presentations are unlinkable even when derived from the same
(k, x) pair.

Definition 6.1 (Anonymity). A rerandomizable nullifier scheme
satisfies anonymity if for all PPT adversaries A:

[Pr[Exp?a°™ ! (1) = 1] - Pr[Exp%3®" (1) = 1]| < negl(2)
where in Expi‘,}’;on’b A):

(1) Setup pp «— Setup(lA), generate (ko, 1,0,
cmyy), (kq,71,1,emy,1) < KeyGen(pp)
(2) A receives pp,cmy g, cmy,; and chooses (x, rz2, cmz)
(3) Challenger computes (cmyf, cmy, 1) «—
Eval(kp, x), Prove(: - )
(4) A outputs b’ given (cmpg, cmy, )

Additionally, the scheme maintains correctness, uniqueness (of
the underlying nullifier value), and unforgeability as defined for
deterministic nullifiers.

6.3 Construction

The rerandomizable nullifier scheme extends our deterministic con-
struction by committing to the nullifier value. The key insight is an
auxiliary commitment cmy = g3¢™(¥+)*74 that enables verification
without revealing the underlying nullifier.

e Eval(k,x) — (cmpf, cmy): Sample r3, ry «— $Zp, compute

CMpf = g;/(kﬂ)gr3 and cmy = g3¢"> () *7s return (cmpg, cmy).
o Prove(pp, k, 71, x, 2, 3, r4) — 7m: Generate proof using Pro-
tocol 3.

o Verify(pp, cmy, cmg, cmyg, cmy, 1) — {0, 1}: Verify proof
per the protocol.

The auxiliary commitment cmy satisfies cmy = cmE?x - g,

enabling the verifier to check the algebraic relationship without
learning k, x, or the underlying nullifier value.

6.4 Security Analysis

THEOREM 6.2 (ANONYMITY). The rerandomizable nullifier scheme
satisfies anonymity under the hiding property of Pedersen commit-
ments and the HVZK property of the X-protocol.

PRrooF. The adversary’s view consists of (cmp¢, cmy, ) where:

o cmpys = gé/ (kb+x)gr 3 with fresh r3 < $Z, is uniformly
distributed in G

Polgar

Figure 3: 3-Protocol: Proof of Knowledge of a Committed
Nullifier

Public parameters: prime-order G, generators g1, g2, g3, g
Common input: cmy, cmg, cms, cmy € G

Relation: cm; = gikgrl, cmy = 9;cgr2

1/ (sk+x
cms = 93/( )gr3, cmy = gsgr3(5k+x)+r4
Prover (sk,x,r1,...,14) Verifier
pick as, ax, ar, ..., ar, & Zp
am = as + ax, ag:= 1/am
a
Ty = gls garl
a
T = 9(21; gt
T3 = 93 gar3
Ty = cmy™ g%
= (T, T2, T3, Ty)
pick ¢ « Z,
—c
zs = as + c sk
Zx = ax +CX
zr, =ap+crp (i=1,...,4)
Zm = am + ¢ (sk + x)
— 1
Zp =ap te sk+x
4 (Zs; Zx5 Zrys - o5 Zry> Zms Zﬁ)
Accept iff
Tyem{ = g}* gn
V4
T; cmyg = g,* g*r
T3 cmyg = ggﬁ g°rs

Zm

c — Z,
Tycmy = cm;™ g™

Zm = 2Zs +2Zx

e cmy = g3g" 3(ke+x)+74 with fresh ry « $Zyp is uniformly
distributed in G

e The proof 7 reveals nothing beyond statement validity due
to HVZK

Since all components are statistically or computationally indepen-
dent of b, the adversary has negligible advantage. O

THEOREM 6.3 (CORRECTNESS, UNIQUENESS, UNFORGEABILITY).
The rerandomizable nullifier inherits correctness, uniqueness (of the
underlying value g"/ (%)) and unforgeability from the binding prop-
erty of commitments and soundness of Protocol 3.
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6.5 Application: Revocation with Privacy

The rerandomizable nullifier enables privacy-preserving revocation
through set non-membership proofs. Given a revocation list R =
{nfy,...,nf,} of revoked nullifiers:
(1) User computes (cmpf, cmy) < Eval(k, x)
(2) User proves: (a) cmyy is correctly formed, and (b) the com-
mitted value is not in R
(3) Verifier checks the proofs without learning the actual nulli-
fier

This can be efficiently instantiated using range proofs or accumulator-

based non-membership proofs, maintaining O(log n) complexity
while preserving privacy. Each verification uses fresh randomness,
preventing linkability across sessions while ensuring revoked cre-
dentials cannot be used.

7 Implementation & Evaluation

7.1 Pairing-Free DY VRF

Experimental setup. The pairing—free Dodis-Yampolskiy (DY)
VRF and both nullifier variants were implemented in Rust us-
ing arkworks-rs v0.4.2. Benchmarks were executed on a Mac-
Book Air M2 (AppleM2, 16 GiBRAM, macOS 13.4). Each figure is
the arithmetic mean of 100 independent runs.

Results. Table 2 and figure 4 reports the end-to—-end running time
(Eval+Prove and Verify) of our prime-order, Pairing-Free DY VRF
compared with the original pairing-based construction. Eliminating
pairings yields a 3.1xX—-6.1x speed-up and enables deployment on
mainstream curves such as Ed25519 and secp256k1. Even after
applying a standard multi-pairing optimisation to the baseline, our
scheme remains faster on BLS12-381.

Table 2: Runtime of original and pairing-free DY VRF (mean
over 100 trials). Time in ms

Scheme Curve Eval+Prove Verify Total
Ed25519 0.21 0.37 0.58

PF DY(VRF) secp256k1 0.25 0.42 0.67
BLS12-381 0.41 0.71 1.12

DY(VRF)*  BLS12-381 1.27 227 354

*Original DY VRF. Verification aggregates pairings in a single final exponentiation

(2.27 ms instead of 2.85 ms for standard).

Our code is open source and available.

7.2 Nullifiers

Table 3 and figure 5 reports the end-to—end running time of our
nullifier constructions compared with the most efficient construc-
tion from UTT’s Anonymous Payments [31] Eliminating pairings
yields a 3X-4.9x speed-up and enables deployment on mainstream
curves such as Ed25519 and secp256k1.

7.3 Anonymous Credential Application

We benchmarked the credential wallet scenario discussed through-
out the paper, a user with a credential generates a one-time action
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Total (ms)

B Original DY (BLS12-381)
> [ (New) BLS12-381

[ (New) secp256k1

B (New) Ed25519

Time (ms)

Eval + Prove (ms) Verify (ms)

Time (ms)
Time (ms)

) II::iI;AAII:=IIA
00 00

Figure 4: DY VRF Comparisons

=

Table 3: Runtime of nullifier constructions (mean of 100 runs,
ms).

Scheme Eval+Prove Verify Total
UTT (baseline) 5.91 6.47 12.38
Rerandomizable 2.01 2.01 4.02
Deterministic 1.08 1.41 2.49

Total (ms)

B UTT Nullifier
[ Our Probabilistic Nullifier
W Our Deterministic Nullifier

12.38

‘Time (ms)

Eval + Prove (ms) Verify (ms)

Time (ms)

Figure 5: Nullifier Comparisons

with a verifier input x. Our anonymous credential is based on a vari-
ant of PS Signatures [23] from [31]. During a privacy-preserving
verification of an anonymous credential, the user rerandomizes
their credential and commitment to then generate their proofs
for verification. Our protocol fits within this procedure, using the
rerandomized commitment, the user will generate a deterministic
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or rerandomizable nullifier using our protocol and present the veri-
fication proof and nullifier together. A credential with 30 attributes
was shown to conduct the Show + Verify algorithms (required in
Anonymous Credentials) in just 5.38ms, adding our nullifier in ei-
ther 2.49ms or 4.02ms is a negligible addition for greatly improved
functionality.

8 Future Work

The integration with credential wallet relies on attribute-based
anonymous credentials, which rely on elliptic curve pairings. While
the scheme we presented above verifies in 5.8ms, using a non-
pairing based signature such as ECDSA and Schnorr will likely
reduce the signature computation. However, we must also avoid
zkSNARKs, and therefore, verifying ECDSA signatures privately
is expensive due to its dependency. Adaptor signatures [12] might
provide an interesting pathway.
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Figure 6: 3-Protocol for a Committed Nullifier (plaintext x)
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